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1
Decision/action requested

SA3 is kindly requested to accept the proposed pCR changes in section 4 into TS33.501 v0.4.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]

3GPP TR 33.899 v1.3.0 Study on the security aspects of the next generation system

[2] 

3GPP TS 33.501 v0.4.0 Security Architecture and Procedures for 5G System.
3
Rationale

We proposed a flexible retain key mechanism to be used by the gNB-CU during intra-gNB-CU handover. In this mechanism, the gNB-CU can make the decision on whether to retain the current KgNB key or not. The gNB-CU will make such decision based on the gNB and UE’s retain key policy. It the decision is to retain the current KgNB the gNB will use an implicit indicator mechanism to inform the UE to retain the current key(s) is proposed. This mechanism reduces the overhead on the radio resources.The proposed solution is illustrated by Figure 5.4.4.25.2-1 in [1] as solution#4.25.
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Figure 5.4.4.25.2-1: Flexibile mechanism for AS key-change

4
Detailed proposal

*************** Start of Change 1 ****************
8.3.1.3.1
Intra-gNB-CU handover

The gNB gets subscriber’s Retain Key Policy from AUSF through AMF during getting UE security capability procedure. The gNB shall use its local retain-key policy and the received subscriber’s policy to make the decision to when to retain the current KgNB keys. 
At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. If gNB decides to retain the current KgNB key, gNB shall not send NCC to the UE in HO Command message.
NOTE:
Subscriber Retain Key Policy could be the max used time of current KgNB. gNB Retain Key Policy could be enabled or disabled. During intra-gNB-CU handover if the switch in gNB retain key policy is enabled and the used time of current KgNB is less than both Subscriber Retain Key Time, gNB continues retaining the current KgNB. Otherwise, the gNB performs refreshing key based on key derivation.

If the current KgNB is to be changed,  the gNB and the UE shall derive a KgNB* as in Annex <TBD> using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover.

If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover.
*************** End of Change 1****************
*************** Start of Change 2 ****************
8.3.1.3.4
UE handling

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.4, which is about UE handling in handover.

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.

If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex <TBD> iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>.

The UE shall use the KgNB* as the KgNB when communicating with the target gNB.
If the UE does not receive an NCC value in the HO command, the UE shall continue to use the currently active KgNB.
NOTE:
Clause 8.3.1.4.2 describes the UE handling related to key derivation when keyChangeIndicator in the HO command is true.
*************** End of Change 2****************
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